DETAILS OF PRE-APPROVED DIGITAL SOLUTION

ANNEX 3

Company

Roycemedia Technologies Pte Ltd

Digital Solution Name & Version Number'

Roycemedia Cybersecurity-Firewall - Package 3 — Fortigate 81F

Appointment Period

10 March 2022 to 09 March 2023

Extended Appointment Period?

10 March 2023 to 09 March 2024

Standard Packaged Solution (ie. Minimum items to be purchased)

Cost Item

Unit Cost
$)

Unit

Quantity

Subtotal
%)

Qualifying Cost *
$)

1)

2)

3)

Software

FortiGate-81F 24x7 - 1 Year

ONE (1) Year Unified Threat Protection (UTP) (IPS,
Advanced Malware Protection, Application Control,

Web & Video Filtering, Antispam Service, and 24x7
FortiCare)

FortiTokenMobile (Electronic License)

Software one-time password tokens for iOS, Android
and Windows Phone mobile devices. Perpetual
licenses for 10 users. Electronic license certificate

Hardware

CyberSecurity - Firewall

Model: FortiGate-81F

8 x GE RJ45 ports, 2 x RJ45/SFP shared media
WAN ports, 128GB SSD

Professional Services

Professional Services During Working Hours
(Monday to Friday 0900HTrs to 1800Hrs excluding
Public Holidays)

- Setting up the new unit firewall

- Update to latest firmware

- Setup and configure network interfaces (lan, wan,
vian)

- Setup and configure connection to firewall

- Design and integrate firewall DMZ zone and the
current LAN network

- Setup WAN policy for DMZ and inter-network
access

- Setup up firewall rules and policy as organization's
requirement

- Setup and configure all connected network
interfaces

- Enable routing as per organization's requirement

- Enable all servers and devices to have inter-
network access via the firewall and router according
to requirement

- Configure Firewall ACL and Management Interface
- Setup and configure SSLVPN, IPSec

- Setup 2FA using Fortitoken as per organization's
requirement

- License registration and forticloud enroliment and
activation.

- UTM configuration such as Antivirus, Spam
Filtering, Web Filtering, DNS Filtering, Sandbox and
SSL Inspection.

- Configuration Backup and Firmware update.

- Logging and Alert Notification configuration.

- Weekday Office Hours Services

Annual Support for Firewall (max.4 times onsite
incidents Per year) - Provide unlimited email/phone
support service 0900-1800Hrs Monday to Friday
(Excluding Public Holidays) - Provide on-site support
cover from 0900-1800Hrs Monday to Friday
(Excluding Public Holidays) - Provide Monitoring
Firewall System Health Status - Provide Monitoring
Firewall of Security Profile - Provide Firewall firmware|
updating service - Provide Periodic Backup and
Restore service - Provide Periodic Report of Firewall
health status & threat

$ 1,150.00

$ 563.00

$ 1,760.00

$ 850.00

$ 1,200.00

Pre-Approved @SMEsGoDigital LOA_Annex3 (version 2)_19 Sep 2019

Per Year

Per Lot

Per Unit

Per setup

Per Year

1.00

1.00

1.00

1.00

1.00

$

$

$

$

$

1,150.00

563.00

1,760.00

850.00

1,200.00

$ 1,150.00

$ 563.00

$ 1,760.00

$ 850.00

$ 1,200.00
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4)

Training

Training Services During Working Hours (Monday to
Friday 0900-1800HTrs excluding Public Holidays)

- Basic User administration

- User login creation and password reset.

- Creation of username and password for VPN.

- Simple Firewall Administration

- Adding to Antispam and web filtering (blacklist/ $ 850.00 Manday 1.00 |[$ 850.00 $ 850.00
whitelist)
- Backup the configuration
- Download logs
- Basic checking and troubleshooting of firewall (Led
Light, UTM version update, license checking)
- Submit technical support cases
5) Others
Not Applicable
Total |$ 6,373.00 $ 6,373.00
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"A higher upgrade of the software version is acceptable, for example solution version 3.x allow anything from 3.0 to 3.99999
2 As specified in the Letter of Appointment, IMDA may exercise the option to extend the Appointment Duration

for an additional one-year (“Extended Appointment Period”)

* Qualifying cost refers to the supportable cost to be co-funded under the grant
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